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I was interviewed by David Leichner for Authority Magazine recently. We covered how 
to ensure product security in collaboration with external vendors and partners. 
 
You can read the full interview here. I've included the interview in full below. 
 
Carpe Diem! 
 
- Art Koch 
 

 

How to Ensure Product Security in Collaboration with External 
Vendors & Partners 

 
 
In an increasingly interconnected world, maintaining the security of products while 
working with external partners and vendors presents a crucial challenge. How do 
product security managers ensure this vital aspect of supply chain management? 
What best practices, technologies, and strategies do they employ to guarantee the 
safety of products throughout their lifecycle, especially when these goods may pass 
through multiple external entities? As a part of this series, we had the pleasure of 
interviewing Art Koch. 
 
 
 
Thank you so much for joining us in this interview series! Before we dig in, our 
readers would like to get to know you. Is there a particular story that inspired 
you to pursue a career in this field? We’d love to hear it. 
 
I grew up in Flint, MI, and watched the auto industry’s demise. I watched friends and 
family lose their jobs and have difficulty finding similar positions because they only 
knew GM. I decided not to become obsolete and purposely changed jobs and 
industries throughout my career. Additionally, to the best of my ability, I felt the need 
to help others build more productive manufacturing facilities. 
 
 

https://medium.com/authority-magazine/supply-chain-management-author-art-koch-on-how-to-ensure-product-security-in-collaboration-with-fa4d0abc00f5
https://arthurkochmgt.com/about-arthur-koch/


Can you share the most interesting story that happened to you since you began 
this fascinating career? 
 
The number of people from around the world that have become friends. I could never 
in my wildest dreams imagine that I would be helping transform businesses, working 
with such incredible people, and traveling the world. 
 
Are you working on any exciting new projects now? How do you think that will 
help people? 
 
I just finished a book: The Supply Chain — Unlocking the Sustainable Profit Chain. 
I look forward to helping CEOs, CFOs, COOs, and the next generation of supply 
chain professionals improve and design sustainable profit supply chains. 
 
Ok, thank you. Let’s now move on to our main topic. Can you share a few reasons 
why it is so critical to ensure product security in collaboration with external 
vendors in today’s environment? 
 
It’s always been important. For the past 20 to 30 years, governments and businesses 
have become complacent, exploited cheap labor, currency imbalances, and subsidized 
raw materials within developing countries, and did not wholly consider the long-term 
impact of these decisions. Some nations don’t share the same values as the US, 
including corporate intellectual property rights. Geo-political tensions have escalated 
in the past several years, and the coin has flipped. Now, our government and 
companies understand who the better trading partners are, which aligns with our 
values and respect for international laws. The issue is that the energy and cost of 
unraveling vast supply chains will drain scarce corporate resources. Additionally, it’s 
essential to protect your company’s IP. And, we must remember our role in national 
security. 
 
How do emerging technologies like AI and machine learning augment the 
collaborative efforts between organizations and external vendors in securing the 
supply chain, and could you share a case where leveraging technology markedly 
enhanced product security? 
 
AI and machine learning can be game changers for the integrity of supply chain data. 
For example, the current process of maintaining data such as lead times, pricing, and 
delivery dates is often managed by cumbersome and costly EDI exchanges or with 
Excel spreadsheets via e-mail. A supply chain team member is frequently part of the 
process. By having people in the middle of the process, updating data isn’t always 
their top priority — the delays in maintaining data impact variability within the supply 
chain. The variability is costly. 
 
The data needs to be updated accurately and in a timely manner to eliminate 
variability. The rub is that to achieve this, the process needs to be automated. For it to 
be automated, supply chain team members must trust the results, let go, and not 
insert themselves into the process. 
 
Organizations that don’t achieve automation will not unlock the full potential of AI 
and machine learning. 
 
How do you identify and mitigate risks to product security when working with 
external vendors and partners in the supply chain, and could you share an 
instance where a proactive approach averted a significant security breach? 
 
There are many different methodologies, and there is never one straightforward flow 
charted process that fits every scenario. 
 
 



First, there needs to be a mindset and behavior to trust no one. Yet, simultaneously, 
we must trust each other to build partnerships. The critical element is never to forget 
corporate espionage is very real and pervasive. 
 
Second, never share information, technical details, and drawings of your IP — anything 
that may be considered a secret sauce and competitive advantage! Supplier and 
supplier partners should only manufacture subcomponents and leave the final critical 
machining and assembly to in-house operations where IP can be contained. 
 
Third, never forget that non-disclosure agreements (NDAs) are great until they aren’t. 
There’s a saying: You are the master of what you keep to yourself and a prisoner of 
what you say. This is how I feel about NDAs. 
 
I recommend thorough supplier vetting. Years ago, when I was head of the supply 
chain at a significant manufacturer, a supplier was aggressively courting us and 
quoting a competitive pricing strategy, which was almost too good to be true. Before 
signing a long-term agreement, we hired a supplier surveillance expert. With their 
help, we learned the supplier had made an internal strategic decision to enter our 
market, gain product knowledge and cost structure, and go after our customers. It’s 
always necessary to ask questions and look behind the curtains. 
 
What are some strategies and frameworks you employ in third-party vendor 
management to uphold product security? If possible, highlight a partnership that 
stands as a benchmark in industry practices. 
 
Start with implementing supplier scorecards. Rate suppliers, publish the data, work 
with suppliers, and determine which ones want to improve — the Contenders vs. the 
Pretenders. 
 
Do your due diligence on the contenders. Understand not only their financials and 
competitors. Also, determine if they hold the same values and belief system as your 
organization. When this is done, select one or two suppliers to partner with that make 
your company more competitive and a better supplier to your customers. 
 
Then start small. Include suppliers in design reviews, have a visiting supplier desk, and 
include them in operations visual daily management meetings. 
 
I regularly see an opportunity to leverage suppliers as part of a postponement 
strategy. There needs to be more emphasis on developing supplier partnerships by 
implementing a product postponement strategy to compress lead times and improve 
customer service and inventory velocity — thus, profitability and corporate valuation. 
 
Finally, be sure the supplier never has access to your IP. 
 
As Industry 4.0 and smart factories gain traction, how are strategies and 
approaches evolving to foster product security within the supply chain? 
 
I didn’t know we had moved past Industry 2.0! Hahaha. 
 
In all seriousness, the companies in the best position to leverage the latest 
technologies must be sure their foundation and fundamentals are rock solid. Without 
foundational elements in place — such as inventory and data accuracy, coupled with 
the solid application of enterprise resource planning systems — supply chain 
professionals will be playing catch with fully taking advantage of the capabilities of 
IoT, AI, or Big Data, let alone containing the security that IoT brings to your doorstep. 
 
I was at a client’s facility a few years ago. The client wasn’t small, with billions in 
revenue — meaning they had the resources to do almost anything. A hacker used a 
back door in the supply chain to take down their entire system. This highlights the 



importance of getting the foundation and fundamentals in place to ensure there’s 
time and energy to take advantage of the newest technologies safely. 
 
What are your “5 Best Practices for Ensuring Product Security in Collaboration 
with External Vendors and Partners?” 
 
1. Vet suppliers before collaboration. Be sure they have excellent moral character 
and the same values as your organization. The earlier example of our supplier with a 
strategic plan to use us to learn trade secrets and market knowledge and then enter 
our market and steal customers highlights the critical nature of knowing everything 
about potential supplier partners. 
 
2. Don’t expect your organization to build partnerships with many suppliers. Cull 
out a few contenders to collaborate with. It’s much less complex to ensure your 
company’s IP isn’t leaked with a few suppliers versus many. I once tried to establish 
partnerships with more than 10 supplies simultaneously, but the results were a train 
wreck. There wasn’t any sort of process. Some suppliers were confused about why 
they’d been asked to meetings; other’s scorecards were so low they should have never 
been included, and others became frustrated and dropped out of the program. 
Additionally, supplier chain leadership needed to detail the benefits of supplier 
partnership to their team. Several buyers couldn’t explain the benefits to the suppliers 
they managed, which led to more confusion. We achieved our result of integrating 
suppliers into our material replenishment planning once we pulled back the initiative 
to two suppliers. 
 
3. Don’t collaborate with suppliers that are competition. Samsung Electronics’ glass 
screens are an excellent example of this and the following bullet points. In the 
smartphone wars for market and technical dominance, there was one go-to supplier, 
Samsung, for glass screens. As the battle for market dominance heated up, so did the 
tensions between the supplier and the customer, Apple Inc. This resulted in 
multinational litigation, lasting years and costing both companies valuable resources 
and billions of dollars. I don’t know about you, but the attorneys are the only people 
who win in legal battles. 
 
4. Don’t use suppliers who sell the product. When possible, don’t collaborate with a 
supplier that uses the material you’re procuring for a product they sell to consumers. 
Your orders will never take priority when capacity becomes tight. 
 
5. Work with suppliers that make your company more competitive. Seek suppliers 
with IP or a technology you don’t have or the resources to develop. At the turn of the 
1900s, companies like Ford were horizontally integrated. Ford owned everything from 
rubber plantations to steel mills. This allowed Ford to control its supply chain. 
However, Ford and others couldn’t keep pace with the speed and cost of improving 
synthetic rubber, steel production, and other technologies. This led to a mindset shift 
from horizontal to vertical integration. With vertical integration, several suppliers 
compete in terms of cost, speed to market, and constantly improving technology. 
Adopting a vertical integration mindset can also allow your company to take 
advantage of the latest technological advancements without substantial capital 
investments. 
 
You are a person of enormous influence. If you could inspire a movement that 
would bring the most amount of good to the most amount of people, what would 
that be? You never know what your idea can trigger. 🙂 
 
Don’t let executive leadership marginalize the supply chain. The supply chain team 
deserves the same respect as finance, engineering, and other professions within your 
business. Demand professionalism from other supply chain professionals. And invest in 
your team! Find the hidden geniuses and organizational castaways that will help 
create an organization others aspire to join. 



 
 
 
 
If you want to discuss this topic further and how it might impact your business, 

schedule a 30-minute call with Art here. 30-Minutes with Art           

info@arthurkochmgt.com 

 
    
Carpe Diem, 
 
Art Koch 
 
 

 
Find out more about “The Supply Chain Revolution” here. 

 
 

 
Get your copy on Amazon. 

 
 

Art Koch's Profit Chain® 

Create dramatic improvements to inventory velocity, customer service, and corporate profits. 
  

 
If you have any questions or concerns about your operations and supply chain 

business strategy, please contact me by e-mail or at +1 (336) 260-9441.  

• White Papers | Art Koch’s Profit Chain® White Papers 
• Supply Chain Tips sign-up | Art Koch’s Profit Chain® Tips  

 
Self-Ranking - Pick one of the four questions below and fill in your 
comments relating to the current month's newsletter in the space 

provided. 

https://outlook.office365.com/book/ArthurKochManagementConsultingLLC@NETORG4245695.onmicrosoft.com/s/3u7z-xjPpE6H9tyN_slhEw2
mailto:info@arthurkochmgt.com
https://arthurkochmgt.com/the-supply-chain-revolution/
https://www.amazon.com/Supply-Chain-Revolution-Unlocking-Sustainable/dp/1637426089/ref=sr_1_4?crid=1SBKSWCE3EHO9&dib=eyJ2IjoiMSJ9.CSsoufj7muV-Zsg0lTqm6NuVmz8tWWT2iJlFjsTqSTOAiBqTwExd1S-fQwsNDZEchKHFqXnima9YRi4Kxqa0dRxBOpum86OIo_SOrSlVhl1mf2CsyWH5i2NuJC6TTz5Izo2-oVY1yXDVy3aTarAnIj732TjD_bxNLn-wv34-xiZuT5mu0CaLMQEZFXGsPut8pVLDkE4CskT1S-wp56onIe6BiZYQxb8-MjtDqQzTp3o.gSt9u7g1_JxnqyBUfwVgddpaEP_PH57PftOOHlezNO4&dib_tag=se&keywords=the+supply+chain+revolution&qid=1718049042&sprefix=the+supply+chain+%2Caps%2C76&sr=8-4
mailto:art@arthurkochmgt.com
http://www.arthurkochmgt.com/white-papers
http://eepurl.com/dKGcLA


1. Don't think this applies to your business or enterprise? (Write three to four 
reasons why it might not.) 

2. A new idea and strategy; we need to work toward it. (Brainstorm the first 
steps.) 

3. We can do better. We just need to modify our strategy, and now we are 
moving in the right direction.  (What are the next steps to ensure success?) 

4. Our team gets the time to keep their minds fresh, and we plan to live our 
dreams. (Comment on how you're ready.) 

 

• _____________________________________________________________________  

• _____________________________________________________________________  

• _____________________________________________________________________  

• _____________________________________________________________________  

 
 
Thanks in advance for your time and for being a loyal client. 
Looking forward to helping you and your team again soon. 
 
Carpe diem, 
 
Art Koch 
Arthur Koch Management Consulting, LLC 
 
info@arthurkochmgt.com 
 
+1 (336) 260-9441 
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mailto:info@arthurkochmgt.com?subject=Requesting%20Information
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